[ ]
NOC-as-a-Service
NOC is an acronym for the network operations center. In the industry of managed services, it is the

monitoring and remediation of various network aspects for businesses. This is where administrators
perform the supervision, monitoring, and maintaining of a telecommunications network.

Service Overview

NOC Scope Coverage NOC-as-a-service Includes
Network Availability Monitoring Onboarding installation and configuration
Bandwidth Management Logs and event fine-tuning
Device Lifecycle Management 1 year log retention (customizable)

Preventive Maintenance

Business Continuity Drill

Capacity Planning

Unlimited Phone and Email Support

Monthly Managed Security & Monitoring Services Report

Service Offerings
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Network Monitoring Bandwidth Management Device Lifecycle Management
Monitor network solution Monitor network’s LAN and Monitor network’s LAN and
(Access Points, Switches, WAN bandwidth usage WAN bandwidth usage

Routers, Firewalls, UPS, etc...)
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Capacity Planning Capacity Planning
Detailed analysis on network's Detailed analysis on network's
capacity and expansion capacity and expansion
Learn More at: Contact Us:

https://www.ditaselia.my/noc-as-a-service/ +60 16-330 8032



2) dita

Offering Mode

NOC-as-a-Service ggg NOC on-premise hosted in
hosted by provider customer’'s environment

NOC-as-a-service
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PROPOSED SERVICE LEVEL AGREEMENT (SLA)

Severit . A
y Definition Response Time
Level
1(High) * Entire company’s operations have been severely disrupted due to network outage Within 30 minutes

caused by managed devices.

¢ Entire business unit / department operations have been severely disrupted due to

Response
Method

Phone and Email

2 ) network outage caused by managed devices. Within 60 minutes Email
¢ Any enquiries in-regards to services provided to customer environment.
3 (Low) ¢ Other cases that does not fit into Level 1 or 2 definition. Within 48 hours Email
¢ Configuration change requests on managed devices.
[ ] [ ]
NOC-as-a-service Reporting
Frequency Report
Monthly NOC & Service Monitoring Report
Monthly Monthly summary of previous month’s availability statistics, top port usage, bandwidth usage, number of devices monitored, list of

tickets (open, pending, closed), SLA trackers, incident responses, historical trend analysis, and escalations.

Sample NOC Monthly Reporting

EXECUTIVE SUMMARY Device Availability (Sabah)

Metrics Monitored
D i:l l D Metrics Monitored

Device Availability
’ ’ ’ ’ (Sarawak)
Availability CcPU Memory Throughput

S - S S

No device Maximum CPU Maximum Maximum
downtimein usage is 67% memory usage throughput
May 2023 is 72% usage is 429Mbps
Learn More at: Contact Us:

https://www.ditaselia.my/noc-as-a-service/ +60 16-330 8032
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Malaysia Government Agency

Managed Network and Security Services

@

Problem

e Network documented and
configuration is not
standardized

e No information on cabling
health status

e No configuration
management backup

Large Conglomerate

<

Solution
e We offered our managed

services to help document
entire network design and
standardized its configuration
Build custom data ingestion and
automation program to gather
latest configuration and cabling
health status on daily basis

Managed Network Services
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Problem

e Network documented and
configuration is not
standardized

e No information on cabling
health status

e No configuration
management backup

Learn More at:
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Solution
e We offered our managed

services to help document
entire network design and
standardized its configuration
Build custom data ingestion and
automation program to gather
latest configuration and cabling
health status on daily basis

https://www.ditaselia.my/noc-as-a-service/
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Result

e Reduced network
downtime occurrence
and save cost on cable
health check

g

Result

e Reduced network
downtime occurrence
and save cost on cable
health check

Contact Us:
+60 16-330 8032
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Intergrated Al With Network Monitoring

Dita Selia Sdn Bhd

All Requests v

PkkUp = Close  Merge  LinkRequests  Assign v

Alerts are integrated into

Requester Name Technician Group

helpdesk ticketing

system ICSMARUDIFW Problem; Unavailable by
ping ID: 1421875

Customer Support

7660 () Average- statuszoomus Problem: Service not Customer Support

reachable ID: 1421865

7659 () Disaster- TRL-SR-NVRO3-Office Problem: Device Customer Support
Offine 1D: 1421283
7658 () Critical - Production Elastic Disk Usage Exceeded

Thveshold
Simply Data Sdn Bhd
Helpdesk Dashboard~ @

Requests Last Week RIG) SUA Viaton by Technician

. {
Q¢ $OELGL
Last 30 days

1-1000f =~

Status

Issue Resotved

All of these is aimed to
provide better customer

Issue Resolved

R service

Issue Resolved

NoData

Recquests Approaching SLA. SUAVioated Requests

SLAs and KPIs are tracked = Y ==

to ensure good customer
service —

Troubleshooting is
integrated to generative Al

Learn More at:
https://www.ditaselia.my/noc-as-a-service/

admin_assists
20230523-160725-ICSMARUDIFW-ttl-expired-—The output
indicates that the ping test failed due to "Time to live exceeded”
error. The next action plan would be to check the routing on the
network and ensure that the TTL value is within range. If the
o issue persists, escalate to L3 support for further investigation

and resolution. 16:0

admin_assists
20230524-075139-SBH-TUARAN-NERA-ASWO1-ttl-expired—
Based on the output, it appears that there is an issue with
connectivity to the IP address 10.205.33.2. The recommended
action plan would be to perform additional testing to identify the
root cause of the connectivity issue, such as traceroutes or pings
to other devices in the network. If the issue persists, the ticket
should be escalated to L3 support. 07:51

Contact Us:
+60 16-330 8032
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stomized Data Ingestion wi omatio

Network Monitoring

® © QU Filter your data using KQL syntax 2022-10-15 00:00 21,2022 @12:25:28.217 G
326,172,544

Dropped Packets Statistics CRC Packets Statistics
660,503

928,126

100,000,000 | Use existing data to check for
. cabling health. Saves
Cable health hundreds of thousa
information ringgit on health check
services

215,387

2,109,748

Sum of device.intstats.packet_drop

40,000,000 !
| 100,000,000
20,000,000 5 ! 50,000,000
o1 .
14th 15th 16th 17th 18th 19th 20th 21st 14th
October October
2022 2022

| IPACCESSLOG oo ~index |

cos # _score -
oee 0 etimestamp Oct 21, 2022 @ 00:01:00.000
oo k device.configuration -
device.name v device.configuration
f: 1 937
B Corrent configuration : 9373 bytes ! ! Last currenticontguration)i; L8873 Qytes
debug datetime msec service timestamps log e Ty hacce at 63:00:48 GHT Non Jan 2 2006

! logging buffered 1560000 logging reload i

Saves cost by using

Configuration automation instead of

Mmanagement

acquiring additional solution

ch 1 provisi

_ Current configuration : 7012 bytes ! ! Last

GMT Tue Sep 208 2022 by admin ! version 12.2

password-encryption ! hostname !

logging buffered 1560088

1oii 1ni reload informational

timezone GMT 8 switch 1 provision ws-c2968s

Learn More at: Contact Us:
https://www.ditaselia.my/noc-as-a-service/ +60 16-330 8032



